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PRESENTATION OUTLINE

• 2015 Disasters in Numbers

• 2016 & 2017 Top Business Risks

• What is BCM?

• Supervisory Objectives

• BCM Process

• Other Salient Features

• BCM – The Time is Now



2015 NATURAL DISASTERS IN NUMBERS



2016 TOP BUSINESS RISKS



2017 TOP BUSINESS RISKS



Encompasses policies, standards, 
facilities, personnel and practices

Covers all sorts of disruptions

Prioritizes critical operations and subsequent 
efforts to return them to normal

Tailored to the nature, scale, and complexity of 
a BSFI’s business

BUSINESS CONTINUITY MANAGEMENT



Ensure Safety and 
Soundness/ 
Resilience

Sustain Delivery of 
Financial Services

Mitigate Systemic 
Risk

Preserve Public 
Trust and 

Confidence

SUPERVISORY OBJECTIVES



BCM PROCESS



BCM - THE TIME IS NOW

Business Continuity Management - The Time Is NowConverted.wmv
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EMERGING THREATS AND RISKS

Malware
Ransomware

Advanced Persistent Threats
DDoS Attacks

ATM Malware/ATM Host 
Spoofing
CNP Fraud

Phishing
Spearphishing



IT RISK MANAGEMENT SYSTEM

IT RISK MEASUREMENT & MONITORING

Information 
Security

Project 
Management/ 
Development, 

Acquisition and  
Change 

Management

IT Operations
Electronic 

Products and 
Services

IT Outsourcing/ 
Vendor 

Management

IT CONTROLS IMPLEMENTATION

IT RISK IDENTIFICATION AND ASSESSMENT

IT GOVERNANCE

IT RISK MANAGEMENT FRAMEWORK



INFORMATION SECURITY RISK MANAGEMENT



OBJECTIVES OF ISRM 

➢ Address technological developments and 
innovation and dynamic risk profiles

➢ Respond to growing concerns on cyber-attacks and 
cyber-threats

➢ Introduce a renewed focus on information security
both recovery and resumption

➢ Present a holistic framework on ISRM
➢ Heighten expectations of the role of the Board and 

Senior Management on ISRM
➢ Add provisions on information sharing, 

collaboration and situational awareness



PROPORTIONATE ADOPTION OF ISRM 

Simple
Moderately 

Complex
Highly Complex

• IT Infrastructure and Operations

• Digital/Electronic Financial Products and 
Services

• IT Projects and Initiatives

• Outsourced Services

• Systemic Importance

• Threats



REQUIREMENTS FOR RURAL BANKS

• IS Governance Including Security Culture 

• Security Policies and Procedures

• Identity and Access Management

• Safe Computing Practices

• Hiring Practices

• Security Training and Awareness Programs

• Physical and Environmental Controls



CLOUD COMPUTING

A model for enabling 
ubiquitous, convenient, on-
demand network access to 

a shared pool of 
configurable computing 

resources that can be 
rapidly provisioned and 
released with minimal 
management effort or 

service provider interaction.



ESSENTIAL ATTRIBUTES OF

CLOUD COMPUTING

On-Demand

Accessible

Resource-

Pooling

Rapid 

Elasticity

Multi-

tenancy

Utilization-

tracking



NON-CORE 
SERVICES

Private

Community

Hybrid

Public

CORE 
SERVICES

Private

Community

Hybrid

Public?

BSP POLICY ACTION ON

CLOUD COMPUTING
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BSP POLICY ACTION ON

OFFSHORE OUTSOURCING

Subsection X162.7 Offshore Outsourcing.
Offshore outsourcing exists when the
service provider is located outside the
country. x x x x. In addition, offshore
outsourcing of bank’s domestic operations is
permitted only when the service provider
operates in countries which uphold
confidentiality. x x x x.



SUPERVISORY CONCERNS ON

CLOUD COMPUTING

• Legal and Regulatory Compliance

• Governance and Risk 
Management

• Due Diligence/Vendor 
Management

• Security and Privacy 

• Data Ownership and Data 
Location and Retrieval

• Business Continuity Planning



RATIONALE FOR ALLOWING 

CLOUD COMPUTING

• Leapfrog financial products 
& services

• Make innovation more 
affordable and accessible

• Level playing field

• Focus on core business

• Ensure business continuity 
and speed-up disaster 
recovery



When in doubt, Banks 
should consult BSP before 

making any significant 
commitment on cloud 

computing! 

BSP POLICY ACTION ON

CLOUD COMPUTING






