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L 1.5 PRESENTATION OUTLINE

e 2015 Disasters in Numbers

e 2016 & 2017 Top Business Risks
e What is BCM?

e Supervisory Objectives

* BCM Process

e Other Salient Features

e BCM —The Time is Now
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2015 NATURAL DISASTERS IN NUMBERS

Total of economic damage
reported by country (in bilion USS)

United States 24 88

China, P Rep 13,66
Nepal 5,17
United Kingdom 3,60

Number of reported disasters by country .
Ton10 India 3,30

Europgn g Chile 3,10
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22 el % g Australia 2,40
34 ,Asna15 2.00
o Afri A South Africa :
Americass \‘7 C@ e 9 / r’ Philippines

iyioesia Philippines 1,90

7 Bangladesh 11
) Chile
Per Continent s traﬁa ‘ﬁ France 1 1 00
Oceania

Per Country

(1): Natural disasters: Epidemic and insect infestations not induded




Business interruption

(ind. supply chain dlsw:n_)
B -’;»!

389% < 2015:1 (46%)

Market developments

(volatility, intensified

competition, market stagnation)
-

Cyber incidents - -
(cyber crime, data 0"
breaches, IT fallures)

28%

24% " 2015:2 (30%)

-

24% W 2015:4(18%)

Top 10 Clobal Business Risks for 2016

Changes in legislation and regulation
(economic sanctions, protectionism)

%0 30¢ 4l Miak Barometer 2016 Kankings dick here O

Macroeconomic developments
(austerity programs, commodity
price increase, inflation /deflation )

g
.

22% - New

Loss of reputation or brand value
nt

Theft, fraud
and corruption

Az ok Puse

Allianz Risk Barometer
Top Business Risks 2016

Executive Summary

The fifth annual Allianz Risk Barometer identifies the top
corporate perils for 2016 and beyond, based on the responses of
more than 800 risk experts from 40+ countries around the globe.
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Allianz Risk Pulse

Allianz Risk Barometer
2017 Appendix

The sith annual Alianz
Risk Baromeler was
conducted among
Aliang clients (global
bumnesse) ard
brokers It alse suneyed
ek cansliants,
undenaiters, seror
sranagers and clams
expers in the comparste
NSLITANCE SEgenl

af bath Alkenz Global
Carporate & Specialty
{A0CS) and local Alliznz
entities.

Figuies nepregent the
nurriber af responses
a5 & percentage of

all survey respanses
{4,575). Mo than ane
sk could be salected by
the 1,237 respondents.

Top Business Risks 2017

2017 Topr BUSINESS RISKS

Bumiress Pteruptid

Varket develpmner] | 1 Business interruption (incl. supply chain disruption and vulnerability) 37%
E;{?:% 2 Market fjevelopments (volaltility, intensified competition/new entrants, M&A, market 31%
R stagnation, market fluctuation)

,,.mﬁL Cyber incidents (cyber crime, IT failure, data breaches, etc.) 30%
E:T,. 4 Natural catastrophes (e.g. storm, flood, earthquake) 24%
E.E%::: 5 Changgs ir'1 legislation and regulation (government change, economic sanctions, 24%
i protectionism, etc.)
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8 BusINESS CONTINUITY MANAGEMENT

Encompasses policies, standards,
- facilities, personnel and practices

Covers all sorts of disruptions

Prioritizes critical operations and subsequent
efforts to return them to normal

Tailored to the nature, scale, and complexity of
a BSFI’s business



SUPERVISORY OBIJECTIVES

Ensure Safety and
Soundness/
Resilience

Sustain Delivery of
Financial Services

Preserve Public

Mitigate Systemic
Trust and Risk

Confidence




BCIM PROCESS

Business Impact
Analysis and Risk
Assessment

Personnel
Training and Plan
Maintenance

Strategy
Formulation

BUSINESS
CONTINUITY
MANAGEMENT

ETY
Development

Plan Testing
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Business Continuity Management - The Time Is NowConverted.wmv

RISK MANAGEMENT,

~YBERSECURITY & CLOUD
COMPUTING
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EMERGING THREATS AND RISKS

WV EWEIL:
Ransomware

Advanced Persistent Threats
DDoS Attacks

ATM Malware/ATM Host
Spoofing
CNP Fraud

Phishing
Spearphishing




IT RiIsk MANAGEMENT FRAMEW

IT RISK MANAGEMENT SYSTEM

Project
Management/
Development,

Acquisition and

Change

Management

IT Outsourcing/ Electronic
IT Operations Vendor Products and
Management Services




INFORMATION SECURITY RISk MANAGEMENT

Information Security Governance

Technology

Cyber Threat Intelligence and Collaboration
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& OBIJECTIVES OF ISRM

» Address technological developments and
innovation and dynamic risk profiles

» Respond to growing concerns on cyber-attacks and
cyber-threats

ntroduce a renewed focus on information security

poth recovery and resumption

Present a holistic framework on ISRM

Heighten expectations of the role of the Board and
Senior Management on ISRM

» Add provisions on information sharing,
collaboration and situational awareness
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Moderately

el Highly Complex

Simple

IT Infrastructure and Operations
Digital/Electronic Financial Products and

Services

IT Projects and Initiatives
Outsourced Services
Systemic Importance
Threats
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IS Governance Including Security Culture
Security Policies and Procedures

ldentity and Access Management

Safe Computing Practices

Hiring Practices

Security Training and Awareness Programs

Physical and Environmental Controls




A model for enabling
ubiquitous, convenient, on-
demand network access to

a shared pool of
configurable computing

resources that can be
rapidly provisioned and
released with minimal
management effort or
service provider interaction.




y "z,b ESSENTIAL ATTRIBUTES OF
CLouD COMPUTING

Resource- _ Rapid
Pooling @ Elasticity

Accessible Q Multi-

2 : tenancy

on-pemand™ Utilization-
tracking




«uis BSP poLicy ACTION ON
CLoub COMPUTING

Private

CORE ) Community
SERVICES Hybrid

Public

Private

NON-CORE Community
SERVICES ) Hybrid

Public
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f ’5 BSP poLicy ACTION ON
OFFSHORE OUTSOURCING

Subsection X162.7 Offshore Outsourcing.
Offshore outsourcing exists when the
service provider is located outside the
country. x X X X. In addition, offshore
outsourcing of bank’s domestic operations is
permitted only when the service provider
operates _in _ countries which uphold
confidentiality. x x x x.
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SUPERVISORY CONCERNS ON
CLoub COMPUTING

; 4’ ‘

;.

Legal and Regulatory Compliance

Governance and Risk
Management

Due Diligence/Vendor
Management

Security and Privacy

Data Ownership and Data
Location and Retrieval

Business Continuity Planning




p ’5 RATIONALE FOR ALLOWING
CLoub COMPUTING

e Leapfrog financial products
& services

e Make innovation more
affordable and accessible

e Level playing field
e Focus on core business

e Ensure business continuity
and speed-up disaster
recovery




BSP poLicy ACTION ON
CLoub COMPUTING
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QUESTIONS??
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